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1
Decision/action requested

This contribution proposes evaluation for solution #13.
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3
Rationale

This contribution proposes evaluation for solution #13 of TR 33.700-29 [1].
Solution #13 relies on HSS placed on board the satellite. 

In case that the long-term key on the ground HSS is the same as the long-term key in the on board HSS then the security threats described in clause F.3.2 of TS 33.401 [2] on IOPS (Isolated E-UTRAN Operation for Public Safety) apply. 

Extract of clause F.3.2 of TS 33.401 [2]
F.3.2
Compromise of local HSSs

Subscriber credentials are provisioned in all Local HSSs within the Local EPCs supporting IOPS operation where the Public Safety authority requires that the UE be provided service in the event of a loss of backhaul communication. If one of these local HSSs was compromised by an attacker, either in the form that the attacker could obtain the subscriber credentials or that the attacker could control the interface to the local HSS, and if, for any given subscriber, the credentials in the local HSSs were the same, this would imply that, for all subscribers whose credentials were stored in the compromised local HSS, the USIMs out in the field would have to be swapped and the subscriber credentials would have to be re-provisioned in all local HSS. 

Consequently, this contribution proposes to add text for the evaluation of solution #13 to clarify that: In case that same subscriber credentials are provisioned in several satellites HSSs. If one of the satellites is compromised by an attacker, either in the form that the attacker could obtain the subscriber credentials or that the attacker could control the interface to the HSS of the satellite, and if, for any given subscriber, the credentials in the HSS of the satellite were the same, this would imply that, for all subscribers whose credentials were stored in the compromised satellite, the subscriber credentials would have to be re-provisioned in USIMs in the field and in all satellites HSSs. 
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to TR 33.700-29 [1]. 

*** START of CHANGE ***

6.13.3
Evaluation

TBD
In case that the long-term key on the ground HSS is the same as the long-term key in the onboard HSS then the following security threats apply:
 If one of the satellites is compromised by an attacker, either in the form that the attacker could obtain the subscriber credentials or that the attacker could control the interface to the HSS of the satellite, and if, for any given subscriber, the credentials in the HSS of the satellite were the same, this would imply that, for all subscribers whose credentials were stored in the compromised satellite, the subscriber credentials would have to be re-provisioned in the USIMs in the field and in all satellites HSSs.
*** END of CHANGE ***


